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Classification 

Publications or provided content can only be used within the scope allowed for each 

classification as shown below. 

Classification Distribution Targets Precautions 

 Reports only provided for 

certain clients and 

tenants 

Documents that can only be accessed by 

the recipient or the recipient department 

Cannot be copied or distributed except by 

the recipient 

 

Reports only provided for 

limited clients and 

tenants 

Can be copied and distributed within the 

recipient organization (company) of 

reports 

Must seek permission from AhnLab to use 

the report outside the organization, such as 

for educational purposes  

 

Reports that can be used 

by anyone within the 

service 

Can be freely used within the industry and 

utilized as educational materials for 

internal training, occupational training, and 

security manager training 

Strictly limited from being used as 

presentation materials for the public 

 
Reports that can be 

freely used 

Cite source 

Available for commercial and non-

commercial uses 

Can produce derivative works by changing 

the content 

 

 

 

 

 

 

Remarks 

 

If the report includes statistics and indices, some data may be rounded,  

meaning that the sum of each item may not match the total.  

 

TLP: AMBER 

TLP: RED 

TLP: GREEN 

TLP: WHITE 
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The version information of this report is as follows: 

 

Version Date Details 

1.0 2022-05-18 First release 

 

 

 

 

 

 

 
 

 

  

This report is a work of authorship protected by the Copyright Act.  

Unauthorized copying or reproduction for profit is strictly prohibited under any 

circumstances.  

 

Seek permission from AhnLab in advance  

if you wish to use a part or all of the report. 

 

If you reprint or reproduce the material without the permission of the organization  

mentioned above, you may be held accountable for criminal or civil liabilities. 
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 CAUTION 

This report contains a number of opinions given by the analysts based on the  

information that has been confirmed so far. Each analyst may have a different 

opinion and the content of this report may change without notice if new 

evidence is confirmed. 
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Introduction 

Conti Ransomware, known to have first made its appearance in May 2020, is said to be the 

sequel of Ryuk Ransomware. It is controlled by Wizard Spider, an APT group based in Russia 

(hereinafter referred to as Conti Group). They run Ransomware-as-a-Service (RaaS) and 

known to be behind not only Conti Ransomware but also Trickbot and BazarLoader.  

 

They also use a "double extortion" scheme where they steal and encrypt data and demand the 

victim pay a ransom for decryption, threatening to disclose said data on the leaked site if the 

ransom is not paid. Following the cease in activities of Sodinokibi (Revil) Ransomware, the 

activities of Conti have increased dramatically, as in the case of LockBit Ransomware.  

 

Accordingly, the Cybersecurity and Infrastructure Security Agency (CISA) published a security 

advisory statement on Conti Ransomware on September 22nd, 2021.1 

 

AhnLab had posted Conti Ransomware Analysis Report on May 28, 20212. In this report, we 

covered the issue of internal data leakage and organizational scale of the Conti Group. 

 

 
1 https://www.cisa.gov/uscert/ncas/alerts/aa21-265a 

2 https://atip.ahnlab.com/ti/contents/issue-report/malware-analysis?i=b5aa6ae8-c9d1-45b7-bf56-

32007462d397 

https://www.cisa.gov/uscert/ncas/alerts/aa21-265a
https://atip.ahnlab.com/ti/contents/issue-report/malware-analysis?i=b5aa6ae8-c9d1-45b7-bf56-32007462d397
https://atip.ahnlab.com/ti/contents/issue-report/malware-analysis?i=b5aa6ae8-c9d1-45b7-bf56-32007462d397
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Figure 1. Security advisory statement published by CISA 

1)  Attack Targets and Actual Cases 

Below are major cases of attacks collected through published analysis reports and information 

confirmed by AhnLab. 

 

Date Target Details 

May, 2021 

HSE (Health Service 

Executive), the healthcare 

service in Ireland 

System shut down with a request of a ransom 

of about $20,000,0003 

May, 2021 
Waikato Hospital in New 

Zealand 
Hospital system infected4 

2021.05 
Overseas corporate body in 

Korea 
Staff PC name and OS information leaked5 

2021.10 
JVCKenwood, a multinational 

electronics company in Japan 
1.7 TB of data leaked with a request for a 

 
3 https://www.bleepingcomputer.com/news/security/irelands-health-services-hit-with-20-million-

ransomware-demand/ 

4 https://www.rnz.co.nz/news/national/442850/cyber-attack-at-waikato-hospitals-patients-anxiously-

wait-for-updates 

5 https://news.sbs.co.kr/news/endPage.do?news_id=N1006325546 

https://www.bleepingcomputer.com/news/security/irelands-health-services-hit-with-20-million-ransomware-demand/
https://www.bleepingcomputer.com/news/security/irelands-health-services-hit-with-20-million-ransomware-demand/
https://www.rnz.co.nz/news/national/442850/cyber-attack-at-waikato-hospitals-patients-anxiously-wait-for-updates
https://www.rnz.co.nz/news/national/442850/cyber-attack-at-waikato-hospitals-patients-anxiously-wait-for-updates
https://news.sbs.co.kr/news/endPage.do?news_id=N1006325546


Threat Trend Report on Conti Ransomware 

8 

ransom of about $7,000,0006 

2022.01 Delta Electronics, Taiwan 
Over 1,500 servers and 12,000 computers 

encrypted7 

2022.05 The country of Costa Rica 
672 GB of data leaked from government 

organizations8 

Table 1. Major attack cases 

 

The Delta Electronics attack case in Taiwan has also been covered in ASEC Notes on January 

28th, 2022.9 

 

Their targets are mainly medical and manufacturing industries, but also attacks various 

industries and organizations. 

 

 

2)  Affected Countries 

According to Darktracer, a cybersecurity AI firm, the US suffered the most damage from Conti 

Ransomware. It is said that the Conti Group attacked a total of 808 organizations (As of the 

tweeted date: March 29th, 2022). 

 

 

 
6 https://www.dailysecu.com/news/articleView.html?idxno=129644 

7 https://therecord.media/conti-ransomware-hits-apple-tesla-supplier/ 

8 https://www.bleepingcomputer.com/news/security/costa-rica-declares-national-emergency-after-conti-

ransomware-attacks/ 

9 https://atip.ahnlab.com/ti/contents/asec-notes?i=bafdea04-34b9-4ce4-bb0a-7ca5546a82d1 

https://www.dailysecu.com/news/articleView.html?idxno=129644
https://therecord.media/conti-ransomware-hits-apple-tesla-supplier/
https://www.bleepingcomputer.com/news/security/costa-rica-declares-national-emergency-after-conti-ransomware-attacks/
https://www.bleepingcomputer.com/news/security/costa-rica-declares-national-emergency-after-conti-ransomware-attacks/
https://atip.ahnlab.com/ti/contents/asec-notes?i=bafdea04-34b9-4ce4-bb0a-7ca5546a82d1
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Figure 2. Affected countries10 

 

 

 

 

 

 

 

3)  Attack Method (Attack Vectors) 

According to the security company Akamai, initial access methods mainly involved, but were 

not limited to, vulnerable firewalls, exposed RDP (Remote Desktop Protocol) services, and 

phishing emails.  

 

 
10 https://twitter.com/darktracer_int/status/1508671560890327043/photo/1 

https://twitter.com/darktracer_int/status/1508671560890327043/photo/1
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Websites such as Shodan provide network information and vulnerability information needed 

by threat actors for their attacks. This service could be used to select an attack target. 

 

Mimikatz is used to gain PC account information, and Angry IP, a normal IP scanner tool, is 

used to identify accessible servers.  

 

Rclone, an open-source tool that transmits data to a cloud storage and manages them, is then 

used to leak data, after which Conti Ransomware infection occurs in the end. 

 

 
Figure 3. Analysis on the Conti Group11 

 

 

 

4)  Major Tools 

The tools mainly used by the Conti Group are as follows. 

 

 
11 https://www.akamai.com/blog/security/conti-hacker-manual-reviewed 

https://www.akamai.com/blog/security/conti-hacker-manual-reviewed
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(1) Cobalt Strike 

This was developed for the purpose of checking security vulnerabilities of corporate and 

organizational networks and systems. It supports various features for each stage of 

penetration tests. However, following the release of its cracked version, it is being abused by 

many threat actors to serve their malicious goals. 

 

(2) PsExec 

This is a utility tool that allows processes to be run by another system through a complete 

interaction of console applications without the need for manual installation of client software. 

 

(3) Mimikatz 

This is a Dump tool that allows its users to obtain account credentials of Windows PCs and 

information useful for network security testing. It is usually used to gain account credentials 

from PCs. 

 

(4) Anydesk 

This is a software that allows remote access to another PC. It also offers file transfer and VPN 

functionality beside the remote control. 

 

(5) RDP (Remote Desktop Protocol) 

This is a remote control protocol included by default in Windows PCs. This protocol is usually 

used for initial access. 
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Scale of Organization 

Their paydays are on the 15th and 30th of each month, and they have a physical office. Their 

size is about that of a small or medium company, made up of about 150 people in HR and other 

departments (testers, analysts, coders).  

 

Korean media have published their total personnel count as 350 because there were about 

350 people in their group chat, but this is still an inference.12 

 

Their work hours are from 10:00 to 18:00 Moscow time, for five days a week. The person with 

the nickname "Stern" is the general manager and director. The monthly wage of each member 

is $2,000 on, which means that the total amount of money spent on wages is about $300,000 

monthly, or about $3,600,000 annually. 

 

Also, they recruit employees from a legal headhunting website in Moscow called 

"headhunter". 13  They access this website through abnormal methods— presumably by 

hacking—and attempt to recruit members by contacting candidates via email. 

 

These numbers were calculated through the analysis conducted by multiple security 

companies and researchers based on the operators' chat. Some content of the internal group 

chat will be covered in the section further on when discussing about the leakage of internal 

data.141516 

 
12 https://www.sedaily.com/NewsView/265ZQIYPI7 

13 https://hh.ru/ 

14 https://www.computing.es/seguridad/noticias/1132110002501/opera-grupo-de-ransomware-

conti.1.html 

15 https://blog.bushidotoken.net/2022/04/lessons-from-conti-leaks.html 

16 https://www.trellix.com/en-gb/about/newsroom/stories/threat-labs/conti-leaks-examining-the-

panama-papers-of-ransomware.html 

https://www.sedaily.com/NewsView/265ZQIYPI7
https://hh.ru/
https://www.computing.es/seguridad/noticias/1132110002501/opera-grupo-de-ransomware-conti.1.html
https://www.computing.es/seguridad/noticias/1132110002501/opera-grupo-de-ransomware-conti.1.html
https://blog.bushidotoken.net/2022/04/lessons-from-conti-leaks.html
https://www.trellix.com/en-gb/about/newsroom/stories/threat-labs/conti-leaks-examining-the-panama-papers-of-ransomware.html
https://www.trellix.com/en-gb/about/newsroom/stories/threat-labs/conti-leaks-examining-the-panama-papers-of-ransomware.html
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Related Issues  

1)  Whistleblowing by an Insider 

On August 5th, 2021, a person deemed to be a client with much dissatisfaction against the 

Conti Group posted a whistleblowing post on a dark web in Russian. 

 

It included the group's manuals related to member training, methods for internal access and 

propagation, and how to extract data before file encryption. It also included contents of the 

internal group chat. 

 

The post also shared the IP address hosting the Cobalt Strike C2 server used by the Conti 

Group. 

 

 
Figure 4. Whistleblowing post 

 

The message additionally included the reason for whistleblowing; it said that the Conti Group 

laid off hard-working people and were to pay them $1,500 which they did not follow through. 

 

 

The post claims that not all data are disclosed, but only those that can be detected by AV 

products. 
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Figure 5. Reason behind the whistleblowing 

2)  Server Infrastructure Exposed 

On November 18th, 2022, security company Prodaft uploaded a report on the Conti Group's 

infrastructure.17  

 

This report included content about the actual IP of the hidden service that hosts the recovery 

website used by the Conti Group. One day after the post was uploaded (Nov 20), the Conti 

Group responded with the statement that these arguments are untrue, that their 

infrastructure is still well-functioning and is being used to its full capacity. 

 

 
17 https://www.prodaft.com/resource/detail/conti-ransomware-group-depth-analysis 

https://www.prodaft.com/resource/detail/conti-ransomware-group-depth-analysis
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Figure 6. Rebuttal stating that the content of the report are untrue18 

 

While the truthfulness of this statement cannot be ascertained, it is deemed that such a 

response was made for the purpose of client reassurance. 

 

Also, while the post announced that the profits of the Conti Group totaled at least 25.5 million 

dollars, the group corrected it 300 million dollars.19 

 

However, there is a possibility that the numbers from the Conti Group were inflated to 

advertise their profitability. 

 

 

3)  Declaration of Full Support for the Russian Government 

On February 24th, 2022 the war between Russia and Ukraine broke out. On the next day, the 

Conti Group posted a message that they support the Russian government. 

 

 
18 https://twitter.com/ddd1ms/status/1461813586154635268 

19 https://therecord.media/conti-gang-has-made-at-least-25-5-million-since-july-2021/ 

https://twitter.com/ddd1ms/status/1461813586154635268
https://therecord.media/conti-gang-has-made-at-least-25-5-million-since-july-2021/
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Figure 7. Conti Group declaring their support for the Russian government 

 

However, in a few hours, the message was edited to read that they would not form an alliance 

with any government and that they denounce the ongoing war. They are thought to have 

withdrawn their statement because of the possibility of losing customers due to negative 

sentiments to the original post, which could lead to a decline in their profit line. 

 

 
Figure 8. Withdrawing their supporting statement for the Russian government 

 

 

 
 

4)  Source Code of Conti Ransomware Version 3 Leaked 

On March 20th, 2022, the source code of Conti Ransomware Version 3 was leaked by a Twitter 

user named “conti leaks”.++++++++++++++ 

 

According to BleepingComputer, the hacking group known as "NB65" used this source to build 

the ransomware and attacked a Russian corporation, stealing their data.  

 

They disclosed their motive to be the Russian invasion of Ukraine, and the ransomware in 
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question is being detected by many antivirus companies as Conti Ransomware. However, it is 

built in a way that does not allow decryption with the decryption tool included in the leaked 

source. Also, the group announced that there is no way to decrypt files without contacting 

them. 

 

 
Figure 9 Source code leaked on Twitter20 

 

Afterwards, on April 12th, 2022, NB65 proclaimed that they would not attack corporations or 

governments outside Russia and any decryption fees paid to them will be donated to Ukraine. 

 

 
Figure 10. Official statement by NB6521 

5)  Branching Out Into Cryptocurrency Platforms and 

Carding Markets 

According to the acquired chat messages, it can be assumed that a cryptocurrency platform 

and a private forum, as well as a carding shop22 is under development.  

 
20 https://twitter.com/ContiLeaks/status/1505433648023146499?cxt=HHwWhsC49af7r-QpAAAA 

21 https://twitter.com/xxNB65/status/1513593777759428624 

22 A market for selling and buying stolen credit card information 

https://twitter.com/ContiLeaks/status/1505433648023146499?cxt=HHwWhsC49af7r-QpAAAA
https://twitter.com/xxNB65/status/1513593777759428624
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It is seen to be an attempt to branch out into a new market to reap higher profits and increase 

the size of their organization. The Conti Group steals data first before infecting target systems 

with ransomware. 

 

When the carding shop development is complete, they may be able to generate income with 

decryption fees and produce additional income by selling the credit card information out of 

the stolen data to the carding shop. 

 

 
Figure 11. Images found among the leaked chat messages23 

 

 

 
23 https://blog.bushidotoken.net/2022/04/lessons-from-conti-leaks.html 

https://blog.bushidotoken.net/2022/04/lessons-from-conti-leaks.html
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AhnLab Response Overview 

The aliases and the engine version information of AhnLab products are shown below. Even if 

the activities of this threat group have been identified recently, AhnLab products may have 

already diagnosed related malware in the past. While ASEC is tracking the activities of this 

threat group and responding to related malware, there can be variants that have not been 

identified and thus are not detected. 
 

Ransomware/Win.Conti.R483081 (2022.04.11.03) 

Ransomware/Win.CONTI.C4932859 (2022.01.26.03) 

Ransomware/Win.Conti.R372647 (2021.05.24.02) 

Ransomware/Linux.Conti (2022.05.17.02) 

Trojan/Win32.ContiRansom.R358495 (2020.12.17.06) 
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Conclusion 

The Conti Group’s activities have increased exponentially alongside LockBit Ransomware 

following the cessation of BlueCrab (Sodinokibi) Ransomware. 

 

More shock descended upon the public as the group's internal chat messages and data were 

leaked, which revealed their attack tactics, target selection methods and the size of their 

organization. 

 

We can see from this issue that threat actors are putting in much effort to choose and attack 

targets, and are increasing their size of organization by branching out into new markets. 

 

Seeing from the fact that these attacks mostly begin from vulnerable firewalls, exposed RDP, 

and phishing emails, periodic inspection and antivirus scans are crucial to check for suspicious 

files and take appropriate measures. In addition, emails from unknown sources must always 

be approached with caution. 
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IOC (Indicators Of Compromise) 

A portion of the following IOC quotes other analysis reports, and there are some cases that 

could not be verified because samples could not be obtained. Updates may occur without 

prior notice when new information is found. 

 

File Hashes (MD5) 

The MD5 of the related files are as follows. However, sensitive samples may have been 

excluded. 

 

Delta Electronics, Taiwan (Windows) 

7E18DD4A4B84F2F93EFF4790F16E8E8B 

 

Version 2 (Windows) 

B3D6BA0AA663F699283D25DDCB6561B9 

 

Version 3 (Windows) 

77078664b4bbfbe25be44004431c1a37 

 

Conti Ransomware (From Group NB65, Windows) 

F746EA39C0C5FF9D0A1F2D250170AD80 

 

Conti Ransomware (Linux) 

CFB6D21FFE7C4279F761F2351C0810EE 

 

 

 

 

 

 

 

 

MITRE ATT&CK 

The MITRE ATT&CK information on this security attack is as follows. MITRE ATT&CK 

(Adversarial Tactics, Techniques, and Common Knowledge) is the classification of tactics 
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and techniques of the malicious behaviors presented by the threat actor. Relevant 

information can be found on https://attack.mitre.org/. 

 

The MITRE ATT&CK ID corresponding to this threat group quotes from another analysis report 

and has additional details confirmed by AhnLab. 

 

Tactic ID Description 

Reconnaissance 

(TA0043) 

T1589 
Collect information from attack targets 

Resource 

Development 

(TA0042) 

 

 

Initial Access 

(TA0001) 

T1078 Initial approach with the collected credentials, 

transmit spear phishing emails with malware 

attachments, 

transmit spear phishing emails with malicious 

links 

T1566.001 

T1566.002 

Execution 

(TA0002) 

T1059.003 

Execution command with cmd.exe, 

various Windows API used 

T1106 

Persistence 

(TA0003) 

T1133 Secure initial access and persistence through 

an external remote service 

Privilege 

Escalation 

(TA0004) 

T1055.001 

Inject DLL into another process for privilege 

escalation 

Defense 

Evasion 

(TA0005) 

T1027 

Evade antivirus scan through string encryption T1140 

Credential 

Access 

(TA0006) 

T1110 Attempt initial access by brute force, 

attempt to obtain network information, 

attempt to obtain process information, 

T1016 

T1057 
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T1135 attempt to search the shared network folder 

Discovery 

(TA0007) 

 
 

Lateral 

Movement 

(TA0008) 

T1021.002 Attempt lateral movement through SMB, 

Attempt propagation through shared network 

drives 
T1080 

Collection 

(TA0009) 

 
 

Command  

and Control 

(TA0011) 

 

 

Exfiltration 

(TA0010) 

 
 

Impact 

(TA0040) 

T1486 Encrypt files, 

Disable recovery by deleting volume shadow 

copies 
T1490 

Table 2. MITRE ATT&CK 
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About ASEC 

AhnLab Security Emergency Response Center(ASEC), through our 

team of highly skilled cyber threat analysts and incident 

responders, delivers timely and accurate threat intelligence and 

state-of-the-art response on a global scale. The ASEC provides the 

most contextual and relevant threat intelligence backed by our 

groundbreaking research on malware, vulnerabilities, and threat 

actors to help the global community stay ahead of evolving cyber-

attacks.  

 

About AhnLab 

AhnLab is a leading cybersecurity company with a reliable 

reputation for delivering advanced cyber threat intelligence and 

threat detection and response (TDR) capabilities with cutting-edge 

technology. We offer a cybersecurity platform comprised of 

purpose-built products securing endpoint, network, and cloud, 

which ensures extended threat visibility, actionable insight, and 

optimal response. Our best-in-class researchers and development 

professionals are always fully committed to bringing our security 

offerings to the next level and future-proofing our customers’ 

business innovation against cyber risks. 
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